AVSOFT FLY

SALUMILEHHBIIA

MObW/IbHb
TEJIEQOH

Komnaexcnas auiuma MO6U/lebLX KOMM))HUK&IU,ULV{
HA ypOBHG onepau,uomtozl cucmemul

[V SOFT




AKTYAJIbHOCTb YTPQ3

Mo6ubHbIe YCTPOWCTBA — MPUOPUTETHAA
LLenb KnbepaTak

CoBpeMeHHble cCMapTPOHbI XpaHAT
KPUTUYECKU BaXKHble JaHHbIe:

KOPMOPaTUBHYIO NepenmcKy
paboune QOKYyMEHThI

- YYE€THble JaHHble 1 TOKEHbl OOCTyMNa
nepcoHanbHble AaHHble
MHPOPMALMIO O MECTOMOTOXEHU

CraHOapTHble cpencTBa 3alWnTbl He obecneymBatoT
JOCTaTO4YHOIo YPOBHHA 6e30MacHOCTM

[V SOFT

KNHO4EBLIE YTPO3bI

--J

LLinnoHa)x n yTe4dKa AaHHbIX

HecaHKUMOHWNPOBAHHbIN OOCTYM
K nepenucke, damiamMm n KOHTaKTam

MITM-aTtaku

MoNbITKM NepexBaTa UM MacKMPOBKUM CeTeBOro TpaduKa
MPW NCMOMb30BaHWKM HEOOBEPEHHbIX CETEW
MM cneumanbHoOro obopynoBaHms

DUWUHr n BpegoHocHoe MO

MonyvyeHne 3M10yMblLUNEHHUKOM HEeCaHKLMOHMPOBaHHOMO
OOCTYMa K AaHHbIM YCTPOWCTBaA

Cnexka yepes gaTtyumKku

Ol'lpeﬂ,eﬂeHl/le MeCTOlNOJTIOXXKEeHWNA, 3alCb 3BYKa
n BMnaOeo 6e3 BeOOMa MNMoJ/1b30BaTe/14
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YTO TAKOE AVSOFT FLY

AVSOFT FLY — 3aumiIéHHaga npolunBKa Ha 6a3e Android

MoaoundunumpoBaHHaa ornepaLnoHHaa cucTemMa, peanmaytoLlas
{E'} MHOrOoypOBHEBYIO 3aLLUUTY MOOUTbHOIO YCTPOMCTRA.

MocTpoeHa Ha OTKPbITOM MCXOOAHOM Kofe — 6e3 BCTPOEHHbIX

cepBucoB Google 1 cepBMUCOB CTOPOHHMX MOCTaBLLMKOB

YcTaHaBNMBaeTca Ha cOBMecTMMble Android-ycTpoincTea
1M obecrneymBaeT NOMHbIA KOHTPO/b Hag, AaHHbIMMU,
MPUIOYXKEHUAMU U KaHanaMm CBA3U

3almTa JaHHbIX peann3oBaHa
Ha YpoOBHe onepaLunoHHON CUCTEMDI

[V SOFT




OYHKLIWOHAJIbHBIE BO3MO)XHOCTH

@ MacKupoBKa CUCTEMHbIX NMapaMeTpoB

MaCKMpOBKa OaHHbIX, MpegoCTaB/1deMblX
NMPUJTOXEHNAM: TeoJ1IOKaLl WA, MOKa3aHWA O0aTHMKOB
OCBELLEHHOCTH, aKCceJiepoMeTpPa N KOMTIacCa

@ MacKMpoBKa No/Ib30BaTE/IbCKUX AaHHbIX

MacKMpoBKa NCTOPUIN COOBLLIEHNI 1 3BOHKOB,
CKPbITUE N MaCKMPOBKa OaHHbIX agpecHOM KHUMU

[V SOFT

N

KOHTpO/Ib MPUNOXEeHUN 1 QocTyna

HaCTpaMBaeMble MNOJINMTUKW OOCTYIMa A4 Ka>KOOoro rnpnioxXeHm4d:
yrpaBlieHne pa3peleHnNadMM I'Ipl/IﬂO)+(eHl/Il7I Ha NCIroJib30OBaHWE
CceTn, KaMepbl, MVIKpOd}OHa, reoJiokaumn m XpaHUinmila daHHbIX

JONONHUTENbHbIN KOHTPOJIb CUCTEMHbIX HAaCTPOEK

PacLuMpeHHble MHCTPYMEHTbI yrpaBieHna KoHpurypaumen OC,
OTCYTCTBYIOLLME B LUTATHbIX MPOLUMBKax NMPoOU3BoaUTENEN YCTPONCTB




SALLUTA NOb30BATENIbCKUX JAHHbIX

AVSOFT FLY no3BongeTr NpUMeHAaTb NoNnTUKKM 6e30MacHOCTU
K Pa3fIMYHbIM TUMAM MOMb30BATENbCKMX OAHHbIX M CUCTEMHbIX PECYPCOB

OBbEKT 3ALLUTbI U BO3MOXXHOCTH

KoHTaKTbI CoobLweHuda
CKpbITME N MAaCKMPOBKa AaHHbIX aApeCHOM KHUTMA KOHTpPOIb JOCTYMNa, MacKMpOBKa COAEPKMMOro

XXypHan BbI3OBOB MukpogoH
YnpaBreHre gOCTYNoM MpUIoXeHUM KOHTPOSIb MCMNOMb30BaHUA MUKPODOHA

NokasaHna paTynKoB

MacKUMpoBKa OaHHbIX, MpencTtaBigeMblX
NMPUJTOXEHUNAM: TeOJ1I0OKaLnI, MOKa3aHMM OaTYMKOB,
OCBELLEHHOCTU, aKceJiepoMeTpPa N KOMTIacCa

Kamepa

OrpaHunyeHne goctyna K poTorpadpmam,
ynpaBieHne KamMepou

[V SOFT



AHTA-MITM

3allMTa OT MepexBaTa: ObHapyKeHune AVSOFT FLY peanmn3syeT MexaH3Mbl OOHapy>KeHUs
BUPTYabHbIX 6a30BbIX CTaHLLMM aTak TMna MITM, cBA3aHHbIX C MCMOJIb30BaHNEM
BMPTYalibHbIX 6a30BbIX CTAHL MM

O6Hapy)eHue

ABTOMaTUYECKOE BbIABNEHME
BUPTYyaNbHbIX 6a30BbIX CTAHLIUMN

AnepTupoBaHue

HemMmenneHHoe yBegoMneHme nosb3oBaTtend
O BO3MOYXXHOM MOAKIOUYEHUNU K BUPTYaNbHOMN
6a3o0BOM CTaHUMU

XypHanunpoBaHue

3anumcb MHGOoPMaL MM O BEPOATHbIX
NOOKMIOYEHMAX K BUPTYarbHbIM PeanbHas 6a3oBas
6a30BbIM CTaHLMAM cTaHuMS

[MoBTOpPHOE
nogktoveHme

3aWmnLLEeHHbIN
MO6UNbHbIN TenedpoH

Vv

[V SOFT 06




B MJIAHAX HA PA3BHTUE

KoprnopaTuBHbIN YPOBEHb KOHTPOS /

LleHTpann3soBaHHaga cuctemMa ynpaBnieHuUd 'C‘g’l PoneBble Mogenu nonb3oBaTenen

[OncTaHUMOHHOE aAMMHUNCTPMPOBaHME Pa3rpaHuyeHme npaB AOCTyrna B COOTBETCTBUM
NnapKa yCTpoOMCTB C KopnopaTtmBHOWM nonmTtnkon NbB

DLP-areHT MHTerpaumsa ¢ Sandbox

MNpenoTBpalleHme yTeukn OTnpaBKa MPUIOXEHMI Ha aHANM3 B MECOYHUNLLY
KOpMopaTUBHOM MHPOPMaLMK AVSOFT ATHENA 1 coBMeCTUMble BHELLUHME peLleHnd

[V SOFT




YCTAHOBKA U 3KCITYATALIUS

: 2
MpocToe pa3BEpTbiBaHMeE, TMOKOe yrnpaBneHne o

\1/ YCTaHaBNMBAETCA Ha COBMECTUMble |

79 Android-ycTponcTea B BUAe
MogunduLmpoBaHHom OC
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[Monb3oBaTesib MOSy4YaeT NMOSHbIM KOHTPOMb
l\% Had MoNTMKaMmM 6€30MacHOCTM Yepes
yOOOHbIN MHTepdEeNC yrnpaBieHns

[V SOFT



KOHTAKTDI

3akaxkmTte nmunotHoe BHegpeHne AVSOFT FLY

Y6eguTtech B HAOEXKHOCTU 3aLLUMTbl Ha COOCTBEHHOM
YCTPONCTBE — Mbl MPELOCTaBUM MUAOTHbIV OOCTYM
M NPOBEOEM TEXHUYECKYIO JEMOHCTPALIMIO

A 127106, . MOCKBa3,
QY +7 (495) 988-92-25 @

yn. floctTmHnyHag, 0.5

& office@avsw.ru
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